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PRIVACY AND SECURITY POLICY

1.  ABOUTSTARTRADERLLC
1.1 STARTRADERLLC (“STARTRADER is a company duly incorporatedin St. Vincent & The

Grenadines and registered by the Financial Services Authority (‘FSA’) under Number
228 LLC 2019. Our registered address is located at Euro House, Richmond Hill Road,
Kingstown, St. Vincent & The Grenadines. We help traders and Introducing Brokers
achieve their business goals and personal ambitions by offering an extensive portfolio.
Our business is built on integrity and trust, offering an industry leading combination of
dynamic products, competitive trading parameters and premium, one-on-one service.
It is STARTRADER’s mission to enable the personal ambitions and business goals of
FOREX traders and IBs, through underpinning dynamic products with competitive
trading parameters and premium customer experience.

1.2 If you have any questions about this policy or how we collect and use personal
information about you, please contact us using the contact details provided below.
We also have a dedicated Data Compliance Officer, who is responsible for data
complianceissues.

Postal Address:
STARTRADERLLC

EuroHouse, RichmondHillRoad
Kingstown

St.Vincent and The Grenadines

Email:info@startrader.com

2.,  STARTRADER'S COMMITMENT

2.1  STARTRADER is committed to protect the privacy of your personal and financial
information obtained to enable us to provide you with a secure website for your
transactions. This policy confirms details on how STARTRADER manages the
information provided to us by you or a third party in connection with our provision of
servicestoyouorwhichwe collect from youruse of our services via our website(s) and
app(s). STARTRADER will use your personal informationinaccordance with this Privacy
and Security Policy and otherwise in accordance with the laws of St. Vincent & The
Grenadines and the United Kingdom Data Protection legislation(s).
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2.2

3.2

Data protection regulations require that the personal information we hold about you must
be:

> Usedlawfully, fairlyandinatransparent way.

» Collectedonly forvalid purposes that we have clearly explained to youandnot usedin any
way thatisincompatible with those purposes.

> Relevant to the purposes we have told you about and limited only to those
purposes.

>» Accurateandkeptup todate.
> Keptonlyaslongasnecessaryforthe purposeswe have toldyou about.

> Keptsecurely.

REASONSFORCOLLECTING PERSONALINFORMATION

STARTRADER collects certain personal information in order that it may meet the needs of its
customers. By collecting certain personal information, STARTRADER is able to monitor and
improve the services which it offers toits existing and potential customers.

STARTRADER willuse thisinformation forthe following purposes:
verifyingyouridentity;
assessingthe suitability of the products and services we provide;

establishingand maintainingyouraccount;

>
>
>
> providing ourservicestoyou;
> improvingourservices;

> regulatoryrequirements; and
>

marketing.

PERSONALINFORMATION COLLECTEDFROMYOU

STARTRADER will collect and hold information about you when you complete an online
application or othertype of form oraccess and trade on your account through this website
oranother service we provide to you. The kind of personal information you give us may include
(butisnotlimitedto)name,address, date of birth, passportnumber, taxidentification number,
emailaddresstelephonenumber,employmentandincomeinformation, credit/debit card
information, transaction history andfinancial statements.
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4.2

4.3

4.4

4.5

4.6

STARTRADER may derive information from your use of this website or another service we
provide to you and may store this information with your personal profile. This information

may include site areas visited, pages viewed, frequency and duration of visits, types of
transactions conducted, documents downloaded and other websites which may have
referred to you or to which youlink.

By opening an account with STARTRADER and by placing Orders and entering into
transactions, you acknowledge that you will be providing personalinformation (possibly

including sensitive data) within the meaning of such Data Protection regulations and the United
Kingdom Data Protection Act 1998 or the General Data Protection Regulation “GDPR”or any other
applicable laws and regulations to us, and you consent to the processing of that information by
STARTRADER for the purposes of performing its obligations under this Agreement and
administering the relationship between you and STARTRADER, including the disclosure of the
information to Affiliates both within and outside St. Vincent & the Grenadines, European Union
and/or European Economic Area.

STARTRADER needs certain information to carry out an agreement with you and you must
provide this in order to enter into an agreement with STARTRADER to provide you with

products and service. If you do not, we may not be able to offer you any products or services.
Mandatory information fields are generally set outin the application.

Other correspondence or interaction (for example by email, telephone, post, SMS or via our
website)betweenyouand STARTRADER, willinclude personalinformation(suchasnames

and contact details) in that correspondence. This may include enquiries, reviews, follow-up
commentsorcomplaintslodged by oragainstyouand disputes withyou oryour organization.

STARTRADER may also collect details of phone numbers used to call our company and the
date, time, and duration of any calls. Please note that if we record your calls to or from
STARTRADER, we willinform you of this.
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5.  USEOFPERSONALINFORMATION

51 STARTRADER may keep and use such information to comply with any legal requirements or if it
isnecessaryforourlegitimateinterestorforany one ormore of thefollowing purposes:

a) Toprovidetheservicesto youthatyouhaverequestedincluding processing transactions.

b) Toconfirmyouridentity.

¢) Tomaintainyourpersonal profile.

d) Tomanageyouraccount.

e) To contactyou when necessary or appropriate in relation to the services being provided
toyou.

f) To keep you updated whilst you are a customer in relation to matters such as contracts
youhave traded and activities of STARTRADER.

g) Tomanageandadministerthe productsandservices providedtoyou.

h) To provide you with information regarding the products and services offered by
STARTRADER.

i) To develop an understanding of the products and services that you may be interested
inobtaining from STARTRADER.

j)  Toprovideyouwithinformation or opportunities that we believe may berelevant toyou.

k) Totailorthe website orotherservice we provide to youtoyourneeds andinterests.

[) Tocreateanonymized statistical data.

5.2 You consent to STARTRADER using your personal information for the above-stated
purposes.

5.3 Where we use your personal information for marketing purposes to inform you about
STARTRADER'’s products and services that might be of interest to you, you always have
therightto ‘opt out’ of receiving suchacommunication.

5.4 You can exercise the right at any time by contacting us using the details provided at the start of

this policy. If we send you any marketing emails, we will always provide an unsubscribe option to
allow you to opt out of any further marketing emails. If you “opt-out” of our marketing materials,
you will be added to our ‘suppression list’ to ensure we do not accidentally send you further
marketing. Where you unsubscribe from any postal marketing, you may initially still receive some
content which has already been printed or sent, but we will remove you from any future
campaigns. We may still need to contact your administrative for operational purposes, but we
will make sure that those communications do not include direct marketing.
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5.5 If you are an existing customer or are acting as a business we use your contact details as
necessary for our legitimate interests in marketing to you and maintaining a list of potential
customers.
5.6 If you are not an existing customer, and are not acting as a business, we will only contact you

for marketing purposes with your consent (whether we have collected your details
directly fromyou, orthrough athird party).

5.7 STARTRADERwill only use your personalinformation for the purposes forwhichit collected it as
set out in this policy, unless STARTRADER reasonably considers a need to use it for another
reason and that reason is compatible with the original purpose. If STARTRADER needs to use
your personal information for an unrelated purpose, STARTRADER will notify you and will
explain the legal basis which allows STARTRADER to do so.

6. DISCLOSUREAND SHARING OF PERSONALINFORMATION

6.1  STARTRADERdoesnotsell, license, orotherwise discloseyourpersonalinformation tothird

parties for marketing purposes. We do use third party service providers to send out our
marketing, but we only allow them to use that information on our instructions and where they
have agreed to treat the information confidentially and to keep it secure.

STARTRADER may be required to provide your personal information to the FSA and other
regulatory and government bodies from time to time in St. Vincent & The Grenadines, the
United Kingdom, and other countries. STARTRADER may also disclose your personal
information to:

a. Financial institutions and other similar organizations that it deals with in the course of its
corporate activities, or those that are nominated by you.

b. Externalservice providers and professional advisers (which may be located overseas) that
provide services to STARTRADER.

Cc. Any organization at your request or any persons acting on your behalf, including your
financial adviser, broker, solicitor, oraccountant.

d. Any third parties where this is necessary to process a transaction or provide services
which you have requested; or any authority to whom STARTRADER is required to disclose
suchinformation by law.
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6.2 Inthe event that STARTRADER is subject to negotiations for the sale of its business (whole or
party of), or sold to a third party or undergo a re-organization, you agree that any of your
personal information which we hold may be disclosed to such party or its advisors as part of
any due diligence process for the purpose of analyzing any proposed sale or re- organization
or transferred to that re-organized entity or third party and used for the same purposes as you
have agreed to under this Agreement.

7.  YOURRIGHTS

7.1  You are not required to provide any personal information requested by STARTRADER.
However, without that information, STARTRADER may be unable to open an account for you,
where the information is requested in an application form, or to provide you with any other
services, information, or assistance you have sought.

7.2  Data protection law gives you a number of rights when it comes to personal information we
hold about you. The key rights are set out below. More information about your rights can be
obtained fromthe FSA. Under certain circumstances, by law you have the right to:

a) Beinformedina clear, transparent and easily understandable way about how we use your
personal information and about your rights. This is why STARTRADER is providing youwith
the information in this policy. If you require any further information about how we use your
personalinformation, please let us know.

b) Requestaccesstoyourpersonalinformation(commonly known as a “data subject access
request”). This enables you to receive a copy of the personal information STARTRADER
holds about youandto checkthat STARTRADER s lawfully processing it. STARTRADER may
charge anominal fee to cover the cost of verifying the application and locating, retrieving,
reviewing and copying any material requested.

c) Request a correction of the personal information that STARTRADER holds about you.
Thisenables you to have any incomplete or inaccurate information we hold about you
corrected.

d) Request an erasure of your personal information. This enables you to ask STARTRADERto
delete or remove personal information where there is no good reason for us to continue
toprocess it (for instance, we may need to continue using your personal data to comply
with our legal obligations). You also have the right to ask us to delete or remove your
personal information where you have exercised your right to object to processing (see
below).

Privacy & Security Policy Page 6 0f13



9¢ STARTRADER
STARTRADERLLC

e) Object to processing of your personal information where STARTRADER is relying on a
legitimate interest (or those of a third party) and there is something about your particular
situation which makes you want to object to STARTRADER using your information on this
basis and STARTRADER does not have a compelling legitimate basis for doing so which
overrides your rights, interests and freedoms (for instance, we may need it to defend a
legalclaim). You also have the right to object where STARTRADER is processing your
personalinformation for direct marketing purposes.

f) Request a restriction for processing your personal information. This enables you to ask
STARTRADER to suspend the processing of personal information about you, for example if
youwant STARTRADER to establishits accuracy or the reason for processingit.

g) Request a transfer of your personal information to another party where you provided it to
STARTRADER and STARTRADER is using it based on your consent, or to carry out a contract
withyou, and STARTRADER processesit using automated means.

h) Withdraw your consent. In the limited circumstances where STARTRADER is relying on your
consent (as opposed to the other bases set out above) to the collection, processing and
transfer of your personal information for a specific purpose, you have the right to withdraw
your consent for that specific processing at any time. Once STARTRADER has received
notification that you have withdrawn your consent, STARTRADER will no longer process your
information for the purpose or purposes you originally agreed to, unless STARTRADERhas
anotherlegitimate interestin doing so.

i) Lodge a complaint. If you think that STARTRADER is using your information in a way which
breaches data protection law, please contact us in the first instance using the
contactdetails provided in section 1.2 of this Policy. You also have the right to raise a
complaint with your national data protection supervisory authority (if you are in the United
Kingdom, this willbe the ICO).

8.  UPDATING YOURINFORMATION

8.1 You may inform STARTRADER at any time that your personal details have changed or that you
wish STARTRADER to review, verify, correct or request erasure of your personal
information, withdraw your consent to the processing or request that we transfer a copy of
your personal information to another party. Please contact us via email at
info@startrader.com.

8.2 STARTRADER will change or delete your personal information in accordance with your
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instructions, except to the extent thatwe are required to hold your personal information for
regulatory or legal purposes, to provide you with the services you have requested or to
maintain adequate businessrecords.

9.  ACCESSING YOURINFORMATION

9.1 Under the relevant data protection legislation, you have, subject to certain exceptions, the
right to obtain copies of any personal information which STARTRADER holds about, the
purposes for which they are being or are to be processed, and the recipients or classes of
recipients to whom such information is or may be disclosed. You are entitled to inform
STARTRADER of any inaccuracy in your personalinformation.

9.2 If youwish to access any personal information STARTRADER may hold or wish STARTRADER to
correct any misinformation, please notify us in writing using the address provided at the start
of this policy. STARTRADER may charge a fee (details of which are available upon request) for
providing access tothe information to cover the cost of verifying the application and locating,
retrieving, reviewing, and copying any material requested.

9.3 STARTRADER may need to request specific information from you to help to understand the
nature of yourrequest, to confirm youridentity and ensure your right to access the information
(or to exercise any of your other rights). This is another appropriate security measure to
ensurethatpersonalinformationisnotdisclosedtoanypersonwhohasnorighttoreceiveit.

9.4 Please consider your request responsibly before submitting it. STARTRADER will respond to
yourrequest as soon as possible. Generally, this will be within one month from the date

yourrequest was received, if the request is going to take longer to deal with, STARTRADER will
let you know.

9.5 If you make a written request to us, we will also correct, delete and/or block personal
information from further processingif thatinformation proves to be inaccurate.

9.6 Please note that pursuant to such Data Protection Regulations certain information may be
exempt from disclosure or STARTRADER may be unable to disclose information you request.
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10. COOKIESANDWEBSITEINFORMATION

10.1 STARTRADERuses cookies(andothertoolssuchasweb page countersorotheranalytics

tools) to gatherinformation about your access to this website and other services we provide to
you. Cookies are small pieces of information which use a unique identification tag and are
stored on your device as a result of you using this website or other service we provide to you.
STARTRADER uses this as necessary for our legitimate interests in administering our website
andto ensure it operates effectively and securely.

10.2 We,orthird-partyadvertisers, mayalsouse thisinformationto serve adverts onyou. Where

those adverts are targeted, this may involve using website information and information we (or
our third-party advertisers) have obtained from third parties. This will not include information
such as your name or contact details. Where our adverts are displayed to you using your
information, your information is used as necessary for our legitimate interests in marketing to
you.

10.3 We keep this website information about you until the relevant cookie expires or is removed by
you.

10.4 When cookies are used by us, they collect statistical and factual information about how you use
our services. Most internet browsers are set up to accept cookies. If you do not wish to receive
cookies,youmaybeabletochangethesettings of yourbrowsertorefuseallcookiesor
to have your computer notify you each time a cookie is sent to it, and thereby give yourself the
choice whether to accept it or not. However, this may impair the quality of the services that we
provide toyou in relation toyouraccount.

10.5 Our website may, from time to time, contain links to third party websites, plug-ins and
applications. Clicking on those links or enabling those connections may allow third parties

to collect or share data about you. We do not control these third-party websites and are not
responsible for their privacy statements. When you leave our website, we encourage you to
read the privacy policy of every website you visit.

11.  CONTENTINFORMATION

1.1 This is information about you which you provide when you post content on STARTRADER’s
website, social media and any other STARTRADER'’s sites. This may include reviews,
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photographs, videos, and other content.

1.2 We may display and publish this information on our platforms as part of our contract with you
oras necessary forourlegitimate interests in providing content to our users.

1.3 This information is kept for as long as you have an account with us and may be retained and
displayedindefinitely after you close youraccount.

12. INFORMATION COLLECTED AT OURPREMISES

121 VISITORINFORMATION

STARTRADER collects information about visitors to our premises. STARTRADER may record
information onyourvisit,including the date and time, who you are visiting, yourname, employer,
contact details and vehicle registration number. If you have an accident at our premises, this
may include arecord of your accident.

122 CCTV

STARTRADER may operate CCTV at our premises which may record you and your activities. We
display notices to make it clear what areas are subject to surveillance. We only release
footage following a warrant or formal request from law enforcement, or as necessary in
relation to disputes.

12.3 STARTRADER uses this information as necessary for our legitimate interests in
administering your visit, ensuring site security and visitor safety, and administering parking.

13. STORAGE OFINFORMATION

13.1 STARTRADER'’s office headquarters are based in the United Kingdom with a main data center
locatedinthe United Kingdom also. However, where required to perform our contract with you
or for our wider business purposes, the information that we hold about you may be transferred
to, and stored at, adestination outside the United Kingdomand the EU.

13.2 You acknowledge and agree that your personal information may be transferred within or
outside St.Vincent&the Grenadines, UnitedKingdomandEuropeanEconomic Area(EEA).

You agree that we will be permitted, if sorequired, to furnish relevantinformation concerning or
your Trading Account(s) to any person who we believe to be seeking a reference or credit
reference in good faith. The information we share may affect your ability to obtain
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credit. Please note that STARTRADER only transfers personal information to organizations
outside of St. Vincent &the Grenadines if STARTRADER has assessed the organization as having
appropriate controls and safeguardsin place to protect your personal data.

13.3 Some countries or organizations outside of St. Vincent & The Grenadines, United Kingdom and
the European Union which we may transfer your information to will have an “adequacy
decision” in place, meaning St. Vincent & the Grenadines considers them to have an adequate
dataprotectionregimeinplace. Datamay be transferredto, stored and processed in countries
which do not offer “adequate protection” for the purposes of Directives of the FSA for any
purpose related to the operation of your Account. Such purposes include the processing of
instructions and generation of confirmations, the operation of control systems; the operation
of management information systems; the carrying out of such credit and identity checks as
we may deem necessary or desirable; and allowing staff of any of our Affiliates who share
responsibility for managing your relationship from other offices to view information about you.
You agree that where it is necessary for the provision of these or other Services toyou, we may
transfer your information to persons who provide services to STARTRADER, including where
those persons may be outside the EEA. You consent to STARTRADER’s processing and
disclosing such information in accordance with STARTRADER’s Privacy and Security Policy
published on STARTRADER’s website(s), as may be updated from time to time.

13.4 If we transfer data to countries or organizations outside of St. Vincent & the Grenadines that
doesnothave anadequate dataprotectionregimein place, we will ensure that appropriate

safeguards (for example, model clauses approved by the EU or a data protection authority) are
putin placewhererequired. To obtain more details of these safeguards, please contact us.

14. DATASECURITY

14.1 STARTRADER takes security very seriously and adopts industry and information security best
practices to protect your personal information and ensure it is not accessed by

unauthorized persons. Measures include encryption of data during transmission, strong
authentication mechanisms and secure access to machines and data.

14.2 STARTRADER has put in place appropriate internal security measures to prevent your
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personal information from being accidentally lost, used or accessed in an unauthorized way,
altered or disclosed. In addition, STARTRADER limits access to your personal information to
those employees, agents, contractors and other third parties who have a business need to
know. They will only process your personalinformation on STARTRADER’s instructions and they
are subject to a duty of confidentiality.

14.3 STARTRADER has putin place procedures to deal with any suspected data security breach and
will notify you and any applicable regulator of a suspected breach where necessary.

15. RETENTION OF INFORMATION
General retention policy

15.1 To determine the appropriate retention period for personal information, we consider the
amount, nature, and sensitivity of the personalinformation, the potential risk of harm from

unauthorized use or disclosure of your personal information, the purposes for which we
process your personal information and whether we can achieve those purposes through other
means, and the applicable legal requirements.

15.2 Generally, STARTRADER will keep your information for a period of five (5) years. In some
circumstances, it may be necessary tokeepyourinformationforlongerthanthatinorderto

fulfil the purposes we collected it for, including for the purposes of satisfying any legal,
accounting, orreporting requirements.

Legal Claims

15.3 Where STARTRADER considers there to be a risk to defend or bring legal claims, STARTRADER
may retain your personal information as necessary for a legitimate interest in ensuring that
STARTRADER can properly bring or defend legal claims. STARTRADER may also need to share
this information with insurers or legal advisers. How long STARTRADER keeps this information
will depend on the nature of the claim and how long STARTRADER considers there to be arisk
that we willneed to defend or bring a claim.

15.4 In some circumstances STARTRADER may anonymize your personal information so that it can
no longer be associated with you, in which case STARTRADER may use such information
without further notice to you.

16. YOURCONSENT
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16.1 Please read the following carefully to understand our views and practices regarding your
personal dataandhowwe willtreatit. By accessing thiswebsite or other service we provide

toyou, you consent to STARTRADER collecting, maintaining, using and disclosing personal
information about you and provided by you or by another person as described above.

17. AMENDMENTSTO POLICY

17.1  STARTRADER may make changes to this Privacy and Security Policy from time to time for any
reason and will notify you of such changes by posting an updated version of this policy

onthis website orwhere appropriate, by email.

17.2 You are responsible for regularly reviewing this Privacy and Security Policy and if you use this
website or other service we provide to you after any changes are published, any such

use shall constitute youragreement tothose changes.
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